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Agenda

• Security Function Demonstration

• Security Attacks

• Protection Mechanism

• Logging Discussion



Demonstration of Security functions

• Digital Signature of all transactions (Bid/Auction)
• Create Operation

• Update Operation

• Encryption of Bid by Bidder

• Decryption of Bid by Auctioneer



Blockchain Security Attacks Overview

• Sybil Attack
https://en.wikipedia.org/wiki/Sybil_attack

https://en.bitcoin.it/wiki/Weaknesses

• Double Spending Attack
https://en.bitcoin.it/wiki/Irreversible_Transactions

1. Race attack

2. Finney attack

3. Vector76 attack*

4. Alternative history attack

5. Majority attack

https://en.wikipedia.org/wiki/Sybil_attack
https://en.bitcoin.it/wiki/Weaknesses
https://en.bitcoin.it/wiki/Irreversible_Transactions


Sybil Attack

• Description
• In a Sybil attack, the attacker subverts the reputation system of a peer-to-

peer network by creating a large number of pseudonymous identities, using 
them to gain a disproportionately large influence. A reputation system's 
vulnerability to a Sybil attack depends on how cheaply identities can be 
generated, the degree to which the reputation system accepts inputs from 
entities that do not have a chain of trust linking them to a trusted entity, and 
whether the reputation system treats all entities identically.

• Action
• An attacker can attempt to fill the network with clients controlled by him, you 

would then be very likely to connect only to attacker nodes.



Sybil Attack

• Consequence
1. The attacker can refuse to relay blocks and transactions from everyone, 

disconnecting you from the network.

2. The attacker can relay only blocks that he creates, putting you on a separate 
network. You're then open to double-spending attacks.

3. If you rely on transactions with 0 confirmations, the attacker can just filter 
out certain transactions to execute a double-spending attack.

4. Low-latency encryption/anonymization of Bitcoin's transmissions (With Tor, 
JAP, etc.) can be defeated relatively easy with a timing attack if you're 
connected to several of the attacker's nodes and the attacker is watching 
your transmissions at your ISP.



Race attack

• Traders and merchants who accept a payment immediately on seeing 
"0/unconfirmed" are exposed to the transaction being reversed. An 
attempt at fraud could work that the fraudster sends a transaction 
paying the merchant directly to the merchant, and sends a conflicting 
transaction spending the coin to himself to the rest of the network. It 
is likely that the second conflicting transaction will be mined into a 
block and accepted by bitcoin nodes as genuine.



Finney Attack

• It only works if the merchant accepts unconfirmed transactions.

• It still works, however, if the merchant waits a few seconds to verify 
that everyone in the network agrees he was paid.

• It requires the attacker to be mining and controlling the content of his 
blocks; however, he can in theory do this with any hashrate, in 
particular significantly less than 50% of the network hashrate.



Finney Attack

• It proceeds as follows:
• The attacker mines blocks normally; in the block he is trying to find, he 

includes a transaction which sends some of his coins back to himself, without 
broadcasting this transaction.

• When he finds a block, he does not broadcast it; instead, he sends the same 
coins to a merchant for some goods or service.

• After the merchants accepts the payment and irreversibly provides the 
service, the attacker broadcasts his block; the transaction that sends the coins 
to himself, included in this block, will override the unconfirmed payment to 
the merchant.



Vector76 attack*

• Also referred to as a one-confirmation attack, is a combination of the 
race attack and the Finney attack such that a transaction that even 
has one confirmation can still be reversed. The same protective action 
for the race attack (no incoming connections, explicit outgoing 
connection to a well-connected node) significantly reduces the risk of 
this occurring.

• It is worth noting that a successful attack costs the attacker one block 
- they need to 'sacrifice' a block by not broadcasting it, and instead 
relaying it only to the attacked node.

https://www.reddit.com/r/Bitcoin/comments/2e7bfa/vector76_double_spend_attack/cjwya6x/

https://www.reddit.com/r/Bitcoin/comments/2e7bfa/vector76_double_spend_attack/cjwya6x/


Alternative history attack

• This attack has a chance to work even if the merchant waits for some 
confirmations, but requires relatively high hashrate and risk of significant 
expense in wasted electricity to the attacking miner.

• The attacker submits to the merchant/network a transaction which pays 
the merchant, while privately mining an alternative blockchain fork in 
which a fraudulent double-spending transaction is included instead. After 
waiting for n confirmations, the merchant sends the product. If the 
attacker happened to find more than n blocks at this point, he releases his 
fork and regains his coins; otherwise, he can try to continue extending his 
fork with the hope of being able to catch up with the network. If he never 
manages to do this then the attack fails, the attacker has wasted a 
significant amount of electricity and the payment to the merchant will go 
through.



Majority Attack

• Also referred to as a 51% attack or >50% attack. If the attacker 
controls more than half of the network hashrate, the previous attack 
has a probability of 100% to succeed. Since the attacker can generate 
blocks faster than the rest of the network, he can simply persevere 
with his private fork until it becomes longer than the branch built by 
the honest network, from whatever disadvantage.



Case Study

• In November 2013 it was discovered that the GHash.io mining pool 
appeared to be engaging in repeated payment fraud against BetCoin
Dice, a gambling site. 
• Dice sites use one transaction per bet and don’t wait for confirmations. 

• GHash.io claimed they had investigated and found a rogue employee who had 
been doing the double spending, who was fired. 

• However no evidence supporting this was provided and the incident 
left a permanent cloud hanging over the pool. Regardless, it didn’t 
seem to hurt their market share much: most miners probably never 
heard about the incident at all.

https://en.bitcoin.it/wiki/Irreversible_Transactions

https://en.bitcoin.it/wiki/Irreversible_Transactions


Protection Mechanism

• Escrow Service
• Services that enable safer transactions by acting as payment intermediary.
• https://dappsforbeginners.wordpress.com/tutorials/two-party-contracts/

• Multisignature
• Multisignature (multisig) refers to requiring more than one key to authorize a 

Bitcoin transaction. It is generally used to divide up responsibility for possession of 
bitcoins.

• Ethereum Multisignature Wallet
• Allows multiple parties to agree on transactions before execution. Allows to add and remove 

owners and update the number of required confirmations.
• https://wallet.gnosis.pm/#/wallets
• https://github.com/gnosis/MultiSigWallet
• https://etherscan.io/address/0x7da82c7ab4771ff031b66538d2fb9b0b047f6cf9#code

https://dappsforbeginners.wordpress.com/tutorials/two-party-contracts/
https://wallet.gnosis.pm/#/wallets
https://github.com/gnosis/MultiSigWallet
https://etherscan.io/address/0x7da82c7ab4771ff031b66538d2fb9b0b047f6cf9#code


Conclusion

• Issue arises when it comes to untrusted nodes being connected to the 
network
• Malicious Actors can mine separately and reattempt to connect back to the 

‘honest’ network once their chain is longer
• Include any fraudulent transactions

• Workarounds
• Wait for ‘X’ number of confirmations
• Validate connecting nodes
• Validate node which broadcast the transactions

• Smart Contract Best Practices
• https://github.com/ConsenSys/smart-contract-best-practices

https://github.com/ConsenSys/smart-contract-best-practices


Logging

• By Default, logs will be written using the winston library
• Logs will be viewable by PM2

• Permission to enable sending of logs to FlowAdmin
• Enabled using .env file

• Similar Ticketing System
• Help Administrator to log cases and assign IDs based on the log messages

• FlowAdmin to create a new Endpoint to allow receiving of “health” message

It is important to seek permission from the organization, because they may not 
be comfortable exposing their IPs and application logs to the FlowLabs


